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Chapter 296-816 WAC

Trade Secrets

Other Rules that may apply to your workplace

The WISHA Safety and Health Core Rules, Chapter 296-800 WAC, contain the basic
requirements that apply to most employers in Washington. They also contain:

An Introduction that lists important information you should know, including a
section on building, fire and electrical codes.

A Resource section that includes a complete list of all WISHA rules and a
directory of the Labor and Industries (L&) offices.

Other WISHA rules may apply to you, depending on the activities and operations
of your workplace. Also, see the Scope of this rule for specific rules that apply
to helicopters used as lifting machines. Contact your local L&l office if you're
uncertain about which WISHA requirements apply to you.

To go online to access all the Safety and Health Rules: http://www.Ini.wa.gov/wisha

If you would like to receive e-mail notification of rule updates, please register
for the Standards Listserv on the WISHA web site at http://www.Ini.wa.gov/home/
listservs.htm

For a CD or paper copy contact us by:

Mail: Department of Labor and Industries
P.O. Box 44620
Olympia, WA 98504-4620

Telephone: 1-800-4BE-SAFE (1-800-423-7233)

http://www.Ini.wa.gov/
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Trade Secrets

Quick Reference

WAC Number Title of Rule Page
296-816-100  SCOPEL....ciiiiie e 100-1
296-816-200  Protecting Trade SECretS .......cccvvvveviverereieeienn 200-1
296-816-300  DefinitionS .......cccvevveviveiiiesic e 300-1

INAEX i IN-1
Statutory AUtNOIY ......covevviiceecec e SA-1

http://www.Ini.wa.gov/
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Trade Secrets

Chapter 296-816 WAC

296-816-100

296-816-200
296-816-20005

296-816-20010
296-816-20015

296-816-20020

296-816-300

Contents
SCOPE. vttt 100-1
Protecting Trade Secrets..........ccccevvvveennnan 200-1
Indicate When Trade Secret Information Has Been
WIERNEI ... 200-2
Provide Trade Secret Information in a Medical
EMEIQENCY ... 200-2
Provide Trade Secret Information in Nonemergency
N1 LU - L] SR 200-3
Provide Trade Secret Information When Requested
DY WISHA ..o 200-5
DefinitionS ..o 300-1
INEX.....vcviiiiccce s IN-1
Statutory Authority ........ccceeeevevcciccicccee, SA-1

http://www.Ini.wa.gov/
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Trade Secrets

Scope

Scope

This chapter applies to both:
« Withholding trade secret information from material safety data sheets (MSDSs) and

employee exposure records
and @
. . . . . . 0 e
e Providing trade secret information in medical emergencies and nonemergency [

situations.

Definition:

Trade secrets: Any confidential information that's used in an employer’s
business and gives an opportunity to gain an advantage over
competitors who don't know or use it. It can be a:

- Formula

- Pattern

- Process

- Device

- Information

- Collection of information.

http://www.Ini.wa.gov/
100-1

09/04



Notes

1-800<4BE SAFE (12800242327233)

09/04



Protectin: Trade Secrets

Summary

YOUR RESPONSIBILITY:

To meet requirements that apply to your workplace when
withholding or providing trade secret information

You must

Indicate when trade secret information has been withheld
WAC 296-816-20005 ......eeeeeeeeeeee e eeeieee e e e e eeeeeeessesereessessreesesssreeeessanns 200-2

Provide trade secret information in a medical emergency
WAC 296-816-20010......0c0eiiriieiirieiiiiensiee e 200-2

Provide trade secret information in nonemergency
situations
WAC 296-816-20015 .....c.cieereieieriieieisisieesesee e es 200-3

Provide trade secret information when requested by WISHA
WAC 296-816-20020 .......0c0eeeriereririeieerisieeseseseseseeeeses e seseeseesenenes 200-5

http://www.Ini.wa.gov/
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Protecting Trade
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Protectin= Trade Secrets

Rule

WAC 296-816-20005
Indicate when trade secret information has been withheld

You must

» Indicate clearly in the MSDS or employee exposure records that trade secret
information has been withheld.

WAC 296-816-20010
Provide trade secret information in a medical emergency

You must

e Immediately provide the specific chemical identity to the treating physician or nurse
when they determine:

- That a medical emergency exists
and

- The specific chemical identity is necessary to treat the employee involved in
the medical emergency.

@ Note:

> You may require a written statement of need and confidentiality
agreement from the treating physician or nurse receiving the
trade secret information as soon as circumstances of the medical
emergency permit.

> If the health care professional receiving the trade secret information
decides that there's a need to disclose it to WISHA, they need to
inform you prior to, or at the same time as, disclosure being made to
WISHA.

1-800<4BE SAFE (12800242327233)



Protectin: Trade Secrets

Rule

WAC 296-816-20015

Respond to requests for trade secret information in nonemergency
situations

You must

» Provide specific chemical identity information in nonemergency situations when a
written request by a health professional, employee, or designated representative,
includes the following:

— Details showing that the specific chemical identity is needed for one or more of
the following occupational health reasons:

- Assessing the hazards of the chemicals employees will be
exposed to.

- Conducting or assessing sampling of the workplace
atmosphere to determine employee exposure levels.

- Conducting medical surveillance of exposed employees.
- Providing medical treatment to exposed employees.

- Selecting or assessing personal protective equipment for
exposed employees.

- Designing or assessing engineering controls or other protective
measures.

- Conducting studies to determine the health effects of exposure.
- Details showing why the following alternative information does not meet the
needs of the requestor:
- The properties and effects of the chemical.
- Measures for controlling employees’ exposure to the chemical.

- Methods of monitoring and analyzing employee exposure to the
chemical.

- Methods of diagnosing and treating harmful exposures to the
chemical.

- The procedures that will be used to keep the information confidential.
-Continued-

Secrets
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Protectin= Trade Secrets

Rule

WAC 296-816-20015 (Continued)

- A written confidentiality agreement that says:

- The information won't be used for anything other than the stated
health needs.

- The information won't be released to anyone else, except
according to the terms of the agreement or to WISHA.

Note:

> If the health care professional, employee, or designated
representative receiving the trade secret information decides that
there is a need to disclose it to WISHA, they need to inform you prior
to, or at the same time as, disclosure being made to WISHA.

Protecting Trade
Secrets

You must

» Meet all the following requirements if you decide not to provide the requested trade
secret information:

4

a

L

- Provide a written denial within 30 days that includes the following information:

- The reasons for denying the request.
- Evidence that the requested information is a trade secret.

- A detailed explanation of how alternative information may satisfy
the requesting party’s needs without revealing any specific
chemical identity.

- Provide alternative information that allows the requesting party to identify
where and when an exposure occurred, if trade secret information was
deleted.

- Make available all other information about the properties and effects of the
specific chemical.

-Continued-

1-800<4BE SAFE (12800242327233)
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Protectin: Trade Secrets

Rule

WAC 296-816-20015 (Continued)

@ Note:
>

If you deny a request for trade secret information, the requestor may
refer the written denial, along with the original request, to WISHA

for consideration. WISHA will review the denial and determine if it
meets the requirements of this chapter, such as whether:

- Itis a bona fide trade secret.

- There is a medical or occupational health need for the
information.

- Adequate means are in place to protect the confidentiality of the
information.

» WISHA may issue orders or impose additional limitations or
conditions on the release of the information to make sure that the
occupational health needs are met without risk to you when you
show WISHA that a confidentiality agreement won't not provide
enough protection against harm that could be caused to your
business by disclosing a specific chemical identity.

Secrets
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WAC 296-816-20020
Provide trade secret information when requested by WISHA

You must
e Provide trade secret information to WISHA when requested.

- Make any trade secret claim, including supporting documentation, by the time
you provide WISHA with the information.

http://www.Ini.wa.gov/
200-5
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Trade Secrets

Deflnltlons

Designated representative
- Any individual or organization to which an employee gives written authorization.

- Arecognized or certified collective bargaining agent without regard to written employee
authorization.

- The legal representative of a deceased or legally incapacitated employee.

Employee exposure record

A record containing any of the following information:

- Environmental (workplace) monitoring or measuring of a toxic substance or harmful
physical agent, including personal, area, grab, wipe, or other form of sampling, as well as
related collection and analytical methodologies, calculations, and other background data
relevant to interpretation of the results obtained.

- Biological monitoring results which directly assess the absorption of a toxic substance or
harmful physical agent by body systems, such as the level of a chemical in the blood, urine,
breath, hair, or fingernails, but not including results which assess the biological effect of a
substance or agent or which assess an employee’s use of alcohol or drugs.

- Material safety data sheets (MSDSs) indicating that the material may pose a hazard to
human health;
or

- In the absence of the above:

- A chemical inventory or any other record that reveals where and when used and the
identity (e.g., chemical, common or trade name) of a toxic substance or harmful physical
agent.

- Exposure records of other employees with past or present job duties or related working
conditions.

% Definitions

http://www.Ini.wa.gov/
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Trade Secrets

Definitions

Exposure or exposed

The contact an employee has with a toxic substance, harmful physical agent, or oxygen
deficient condition. Exposure can occur through various routes, such as inhalation, ingestion,
skin contact, or skin absorption.

Health professional

A physician, occupational health nurse, industrial hygienist, toxicologist, or epidemiologist,
providing medical or other occupational health services to exposed employees.

Record
- Any item, collection, or grouping of information. Examples include:

- Paper document
- Microfiche

- Microfilm

- X-ray film

- Computer record

Specific chemical identity
Any information that reveals the precise chemical designation of the substance, such as:

- Chemical name

or
- Chemical abstracts service (CAS) registry number.

Trade secret

Any confidential information that's used in an employer’s business and gives an opportunity to
gain an advantage over competitors who don't know or use it. It can be a:

- Formula

- Pattern

- Process

- Device

- Information

- Collection of information.

1-800<4BE SAFE (12800242327233)



Chapter 296-816 WAC

A

Alternative information, nonemergency, 200-3

C

Chapter application, scope, 100-1
Chemical identity, medical emergency, 200-2

D

Definitions, 300-1-2

E

Employee exposure record, 200-2

M

Medical emergency, chemical identity, 200-2
Material Safety Data Sheet (MSDS), 200-2

N

Nonemergency situations, responding to
requests, 200-3

R

Requests, responding

medical emergency, 200-2
non-emergency situations, 200-3
WISHA, 200-5

written denials, 200-4

Trade Secrets

Index

S

Scope, chapter application, 100-1

T

Trade secret information

withholding, 200-2

medical emergency, 200-2
nonemergency situation, 200-3
requests, from WISHA, 200-5

W

Withholding, trade secret information, 200-2

WISHA

disclosure to (note), 200-3-4
orders, 200-5
requests, 200-5

Written

requests and denials, 200-4-5
statement of need & confidentiality (note) 200-2
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Trade Secrets

Statutory Authority

296-816-100 Scope.

[Statutory Authority: RCW 49.17.010, .040, .050, and .060. 04-14-026 (Order 03-04),
8§ 296-816-100, filed 06/29/04, effective 09/01/04.]

296-816-200 Protecting Trade Secrets.

[Statutory Authority: RCW 49.17.010, .040, .050, and .060. 04-14-026 (Order 03-04),
§ 296-816-200, filed 06/29/04, effective 09/01/04.]

296-816-20005 Indicate When Trade Secret Information Has Been
Withheld.

[Statutory Authority: RCW 49.17.010, .040, .050, and .060. 04-14-026 (Order 03-04),
§ 296-816-20005, filed 06/29/04, effective 09/01/04.]

296-816-20010 Provide Trade Secret Information in a Medical
Emergency.

[Statutory Authority: RCW 49.17.010, .040, .050, and .060. 04-14-026 (Order 03-04),
§ 296-816-20010, filed 06/29/04, effective 09/01/04.]

296-816-20015 Provide Trade Secret Information in Nonemergency
Situations.

[Statutory Authority: RCW 49.17.010, .040, .050, and .060. 04-14-026 (Order 03-04),
§ 296-816-20015, filed 06/29/04, effective 09/01/04.]

296-816-20020 Provide Trade Secret Information When Requested
by WISHA.

[Statutory Authority: RCW 49.17.010, .040, .050, and .060. 04-14-026 (Order 03-04),
§ 296-816-20020, filed 06/29/04, effective 09/01/04.]

296-816-300 Definitions.

[Statutory Authority: RCW 49.17.010, .040, .050, and .060. 04-14-026 (Order 03-04),
8§ 296-816-300, filed 06/29/04, effective 09/01/04.]

http://www.Ini.wa.gov/
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